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Henbsst
1. Bcem noapsia cooOmaTh CBOIO YaCTHYIO HH(OpMaIio (HacTosmue uMsi, GaMIiInio, TenedoH,
azipec, HOMep LIKOJIBI, a Takke (hoTorpaduu cBOU, CBOECH ceMbH U Apy3ei);
OTKpBbIBaTh BIIOKEHHBIE (DaliiIbl AIIEKTPOHHOM NOYTHI, KOT/1a HE 3HAEIIb OTIIPABUTEIS;
['pyOuTh, mpuaMpaTHCS, OKa3bIBATh JIABJICHUE - BECTH Ce0S HEBEXKIIUBO U arpecCUBHO;
4. He pacnopspxaiicst ieHbramMu TBO€H ceMbH 0€3 pa3pelleHus CTaplIuX - BCerja crpamiuBai

poauTenen;
5. He Bcrpeuaiica ¢ MHTEpHET-3HAKOMBIMU B PEAJIbHOM KU3HU - IOCOBETYICS CO B3POCIIbIM,
KOTOpOMY JI0BEpSiEIIb.

OcToposkHO
1. He Bce numyt npaBay. Yuraems o cebe HenpaBay B MIHTepHETE - 000N 00 3TOM CBOUM
POIUTENSIM UITU OTIEKYHAM;
[Ipurnamarot nepenucbiBaThCs, UTPaTh, 0OOMEHUBATHCS - IPOBEPb, HET JIM MOJIBOXA;
HezakonHnoe xonupoBanue (aiinos B VIHTepHETE - BOPOBCTBO;
Bcerna pacckasbiBail B3pocCibIM 0 po0OJieMax B CETH - OHU BCET/1a MOMOTYT;
Wcnonb3yit HacTpoiiku 6€3011acHOCTH U IPUBATHOCTH, YTOOBI HE MOTEPATH CBOM aKKAyHTHI B
COIICETSAX U IPYTUX MOpTaax.
Mo:xHo
VYBaxkail Ipyrux Mojbp30BaTeeu;
[Tonp3yembcss MHTEpHET-UCTOUYHUKOM - JIEJIal CCBUIKY HA HETO;
OTKpbIBal TOJIBKO T€ CCBIIKH, B KOTOPBIX YBEPEH;
OOpamaTbes 3a MOMOILBIO B3pOCIBIM - POJAUTENH, ONIEKYHbIl U aIMUHUCTpALMS CaliTOB BCEraa
IIOMOTYT.
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NudopmannonHas namMsaTka s 00y4aromuxcs 1Jis pa3MelleHus1 Ha 0pUuIHATbHBIX
HHTEepPHeT-pecypcax

C KaXXJbIM I'0A0M MOJIOACKHU B UHTCPHETEC CTAHOBUTLCA 60.]'[]3]]16, a IIKOJBbHUKHW OAHH U3 CaMbIX
aKTHBHBIX I10JIb30BaTeIICH PyHeTa. MC)K,Z[y TEM, IOMHUMO OI'POMHOT'O KOJIMYECTBA
BO3MO)KHOCTCI>1, HHTCPHET HECET U HpO6HeMBI. OTa naMsATKa JOJIZKHa ITIOMOYb TeOe Oe30macHo
HaxXoAUuTbCA B CCTH.

KoMnbrorepHbie BUPYChI

KoMmbroTepHblii BUPYC - 3TO pa3HOBUIHOCTH KOMIIBIOTEPHBIX MPOrPAMM, OTIUYUTEIHHON
0COOCHHOCTBIO KOTOPOM SIBIISIETCSI CHOCOOHOCTH K pa3MHOKEHHIO. B 1omOTHEHHE K 3TOMY,
BHUPYCHI MOTYT OBPEIUTh WU TOJHOCTHIO YHUUYTOKUTH BCe (ailyibl U TaHHBIE,
MOJAKOHTPOJIbHBIE MOJIF30BATENI0, OT IMEHH KOTOPOTO ObLiIa 3amyIleHa 3apaxeHHas mporpamma,
a TaKoKe MOBPEAUTH WIH Ja’Ke YHUUTOKUTH ONEPAlMOHHYIO CUCTEMY CO BCeMH (aiiiamu B
1enoM. B GonbIIMHCTBE CiydaeB pacipOCTPaHSIOTCS BUPYCHI Yepe3 UHTEPHET.

MeToap! 3alIUTHI OT BPEJOHOCHBIX MPOTPAMM:

1. Hcnonb3yi cCOBpeMEHHbIE OTIEPAIlMOHHBIE CHCTEMBbI, UIMEIOIIE CEPhE3HBIN YPOBEHD 3allIUTHI
OT BPEIOHOCHBIX IIPOrPaMM;

2. TlocrosiHHO ycTaHaBiMBail mauTu (MU(POBBIE 3aMIATKH, KOTOPHIE aBTOMATHYECKH
YCTaHABIUBAIOTCS C IENIbI0 TIOPaOOTKH MPOTPaMMBI) U Jpyrue 0OHOBJIEHUS CBOEH
oTieparuoHHOM cucTteMbl. CKaunMBail X TOJIBKO ¢ ouIMansHOro caita pa3padorumnka OC.
Ecnu cyimecTByeT pekuM aBTOMaTHYECKOTO OOHOBIICHUS, BKIIOYH €T0;

3. Pabotail Ha cBOeM KOMIBIOTEpPE TMOJI IPaBaMH I0JIb30BATENs, a HE aIMUHUCTPATOPA. ITO HE
MO3BOJIUT OOJBIIMHCTBY BPEJOHOCHBIX MPOTPAMM HHCTAJUIUPOBATHCSI HA TBOEM
MEPCOHAIBHOM KOMITBIOTEPE;
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Hcnonp3yit aHTUBUPYCHBIE ITPOTPAMMHBIE IIPOAYKTBI H3BECTHBIX IPOU3BOIUTENIEH, C
aBTOMATHUYECKUM OOHOBIIEHUEM 0a3;

Orpannub GU3HMUECKUI TOCTYI K KOMIIBIOTEPY ISl IOCTOPOHHMX JIHIL;

Hcnonp3yii BHEIIHUE HOCUTENN WHPOPMALINK, TAaKUE Kak (IIemiKa, JUCK Win dailn u3
HMHTEPHETA, TOJIBKO U3 POBEPEHHBIX HCTOYHHUKOB;

He otkpbiBaii KOMIbIOTEPHBIE (PaiiiIbl, TOJYYEHHBIE U3 HEHAIEKHBIX UICTOYHUKOB. [laxke Te
(aiinel, KOTOPBIE MPHUCIAT TBOM 3HAKOMBINA. JlydIlle yTouHu Y HEro, OTHPABJISUI JIK OH TeOe HX.

Cetu WI-FI

Wi-Fi - 310 He BU HIepeiaun JaHHBIX, HE TEXHOJIOTHsI, @ BCEro JIMIb OpeH 1, mapka. Eme B 1991
roJly HHJepIaH/CKas KoMmaHus 3apeructpuposana opern "WECA", uro o603Ha4ano
cioBocouetanue "Wireless Fidelity", koTopslii nepeBoauTCs Kak "OecpoBOiHAs TOUHOCTD' .
Jlo Hamero BpeMeHH Joluia qpyras abopeBuarypa, KoTopast sSBISIETCS TAKOH K€ TEXHOJIOTHEH.
Ot1o abOpeBuarypa "Wi-Fi". Takoe HazBaHue ObUIO JaHO C HAMEKOM Ha CTaHJIAPT BBICIIEH
3BykoBoi TexHuku Hi-Fi, uTo B mepeBosie o3HavaeT "BpICOKasi TOUHOCTH'.

Jla, 6ecrutaTHBI MHTEPHET-IOCTYII B Kae, OTEINSAX U adpONOPTax SIBISETCS OTIMIHOM
BO3MO’KHOCTBIO BBIXOJIa B MHTEpHET. Ho MHOTHE 3KCIIepThI CYMTAIOT, YTO o0mmenoctynasie Wi-
Fi cetu He sBisitoTCs G€30M1aCHBIMHU.

CoBeTbl 110 0€30NMACHOCTH PaGoThHI B 001ET0CTYMHBIX ceTsix Wi-fi:

He nepenagraii cBoro nmuunyro uHpopmaruio yepe3 oomenocrymasie Wi-Fi cetu. PaboTas B
HUX, J)KeJIaTeIbHO He BBOJIUTH MAPOJIH JIOCTYIIA, JIOTHHBI U KaKue-TO HOMEpa;

Wcnonb3yit 1 0OGHOBIIAN aHTUBUPYCHBIE IPOrpaMMBbI U OpaHaMayep. Tem cambIM Thl
obe3omacuirb ce0s OT 3aKauKH BUPYyCca Ha TBOE YCTPOMCTBO;

[Tpu ucnonpzoBanuu Wi-Fi otkmroun dynkiuto "OO0muit qoctyn K daiinaMm u mpuHTepam'.
JlanHast yHKUHMS 3aKpbITa 0 YMOJTYAHUIO, OJJTHAKO HEKOTOPBIE MMOJIb30BATENN aKTUBUPYIOT €€
Ut ynoOCTBa MCTOJIb30BaHUs B paboTe min yaede;

He ucnons3yit myonmmansiii WI-FI mis mepenaum THYHBIX TaHHBIX, HAPUMED IS BBIXOJIA B
COLIMAJIbHBIE CETH WU B DJIEKTPOHHYIO MOYTY;

Hcnonw3yit Tosbko 3amuienHoe coenunenne uepe3 HTTPS, a ue HTTP, T.e. mpu nHaGope
BeO-aapeca BBOAM UMeHHO "https://";

B moOunsHOM Tenedone oTkimoun pynkuuro "[logkmouenue k Wi-Fi apTomatuuecku'. He
JIOITyCcKall aBTOMAaTUYECKOTO MOJKII0UeHUs yeTpoiicTBa k cetssM Wi-Fi 6e3 TBoero cornacusi.

CouunajbHbIe CETH

ConuanbHble CeTH aKTUBHO BXOJST B Hally KM3Hb, MHOTHE JIIOAU pAOOTAIOT U KUBYT TaM
MOCTOSTHHO. MHOTHE MOJIb30BaTeNId HE TOHUMAIOT, YTO HH(OpMAaIHs, pa3MeIIeHHAs] MU B
COILIMANIBHBIX CETAX, MOXKET ObITh HAlZIEHa U UCTOJIb30BaHA KEM YTOJHO, B TOM YHCIIE HE
00s13aTeIbHO ¢ OJIaruMu HaMEPECHHSIMU.

OcHoOBHBIE COBETHI 0 0€30IIACHOCTH B COIMAJIbHBIX CETAX:

. Orpanuub crucok Jpy3ei. Y 1e0s B APY3bsAX HE JOJDKHO OBITh CIIy4alHBIX M HE3HAKOMBIX
JTIOEH

3amuinail CBOI0 YacTHYIO kU3Hb. He yka3wiBail mapoinu, TenedoHsl, ajgpeca, 1aTy TBOETO
POKIIEHUS U IPYTYIO JTHUHYIO HHPOPMAIUIO. 3MTOYMBIIUICHHUKH MOTYT HCIIOIh30BaTh JIaXKe
MH(OPMALIHIO O TOM, KaK Thl U TBOHM POJUTENHN TUIAHUPYETE MPOBECTH KAaHUKYJIBI;
3amuinai CBOI0 pemyTaltIo - IEp>KU €€ B UUCTOTE U 3aaBail cede Bompoc: XoTem ObI ThI,
YTOOBI Pyrye MOoJIb30BaTEIHN BUACIH, YTO ThI 3arpyskaenisb? [logymait, mpexae 4em 4To-To
OMyONUKOBAaTh, HAMKMCATDH U 3aTPY3UTh;

Ecnu TbI rOBOpHUIIB C JIIOABMH, KOTOPBIX HE 3HACIIb, HE UCIIOJIb3YH CBOE pealbHOE UMS U
JPYTYIO JTUYHYIO HHPOPMAITUH: UMsI, MECTO KUTEIbCTBA, MECTO y4eObl U Mpouee;

N3beraii pazmemenus Gpororpaduii B InTepHeTe, T11e Thl N300pakeH Ha MECTHOCTH, T10
KOTOPOM MOXHO OINpPEAEIUTh TBOE€ MECTOTIOJIOKEHHUE;



6. Ilpu peructpanuu B CONMMUATBLHON CETH HEOOXOIMMO HCIIOJIH30BAThH CIIOKHBIE ITAPOJIH,
cocTosiue u3 OyKB ¥ MUQP U C KOJTUIECTBOM 3HAKOB HE MEHEe §;

7. Jlns conuanbHON CETH, TIOUTHI U APYTUX CAUTOB HEOOXOIMMO HCIIOJIH30BaTh PA3HBIC MTAPOJIH.
Torna ecnu Te0st B3IIOMAIOT, TO 3JI0YMBIIUICHHUKH MOJIy4aT JOCTYH TOJBKO K OJTHOMY MECTY,
a He BO BCe Cpasy.

DJIeKTPOHHbBIE IeHbTH

DNEeKTPOHHBIE ACHBIH - 3TO 0YEHB YAOOHBIN croco0 TuaTekel, 0THAKO CYIIECTBYIOT
MOIIIEHHUKH, KOTOPBIE XOTAT HOJYYUTh 3TU ACHBIH.

DNEeKTPOHHBIE I€HBIY MOSBUINCH COBCEM HEJABHO U UMEHHO M3-3a 3TOTO BO MHOTUX
rocynapcTax 0 CUX IOp HE IPOMUCAHO PO HUX B 3aKOHAX.

B Poccun sxe oHM PYHKIIMOHUPYIOT U 0 HUX Y€ MPOIKMCAHO B 3aKOHE, TJI€ UX pa3/IeisioT Ha
HECKOJIbKO BHJIOB - aHOHHMHbIE M HE aHOHUMHBbIE. Pa3HMIIa B TOM, YTO aHOHUMHBIE - 3TO T€E, B
KOTOPBIX pa3pelIaeTcsi IpOBOIUTH ONepalny 0e3 uIeHTU(UKALMU T0JIb30BaTeNs, a B
HEAaHOHMMHBIX UACHTHU(UKALIVS 0Ib30BATENs ABISIETCS 00s3aTENbHOM.

Taxxke cnenyer pa3nuyarh JIEKTPOHHbIE (UATHBIE IEHBIU (PaBHBI FOCYIaPCTBEHHBIM BaJIIOTaM)
U DJIEKTPOHHBIE HE(HUATHbIE IEHbI'H (HE paBHbI TOCY1aPCTBEHHBIM BAJIIOTaM ).

OcHoBHbIE COBETHI N0 0e30nacHOi padoTe ¢ 31eKTPOHHBIMM JeHbIAMM:

1. TlpuBsku K cueTy MOOHIIbHBIHN TeaedoH. ITO caMblil yIOOHBIN U OBICTPBIM crtoco0
BOCCTaHOBUTH JIOCTYII K cueTy. [IpuBsi3anHbIi TenedoH NOMOXKET, eciiy 3a0y/elib CBOH
IJIATEeKHBIN MapoJib WK 3aieIb Ha CAUT C HE3HAKOMOTO YCTPOICTBA;

2. Hcmonw3yit omHOpa3oBkie mapoin. [locne mepexona Ha yCHIIEHHYIO aBTOPU3AITHIO TeOe yKe He
OyZeT yrposkaTh OMAaCHOCTb KPaXKu WIIM IIepexBaTa IJIaTeKHOTO MapoJis;

3. Br10epu cnoxxHbIi maposib. [Ipectynmaukam OyeT He TPOCTO yrajaTh CIOXKHBIN MapoJib.
Hanexxuble maposu - 3T0 mapoju, KOTopble coJiepKaT He MeHee 8 3HAKOB M BKJIIOYAIOT B ce0s
CTPOYHbIE U MPOMHUCHBIE OYKBBI, HU(PHI U HECKOJIBKO CUMBOJIOB, TaKH€ KaK 3HaK J0JUIapa,
¢ yHTa, BOCKIMIATEeIbHBIN 3HAK | T.1I1. Harmpumep, $tROng!;;

4. He BBOAM CBOM JIMYHBIE JIAaHHBIE HA CAalTax, KOTOPHIM HE JIOBEPSCIIb.

DJIeKTPOHHAS MOYTA

DNEeKTPOHHAs [0YTA - 3TO TEXHOJIOTHS U MPEJOCTABIISIEMBIE €10 YCIYTH IO EPECHIIKE U
MOJIYYEHUIO AIIEKTPOHHBIX COOOIIECHH, KOTOPBIE PACTIPEACISIIOTCS B KOMIIBIOTEPHON CETH.
OOBIYHO ANEKTPOHHBIN MOYTOBBIN SIIKK BBITTISIUT CIACAYIOIINM 00pa3oM:
UMs_TIONIB30BaTeNsI(@uMsi_oMeHa. Takxke KpoMe nepefadu IpoCToro TeKCcTa, HMeeTcs
BO3MOXHOCTH TiepeiaBaTh (ailibl.

OcHoBHBIE COBeTHI 10 0e30nacHOM padoTe ¢ 3J1eKTPOHHOM MOYTOI:

1. Hano BbIOpaTh MpaBUIIBHBIN TOYTOBBINA cepBUC. B HHTEpHETE €CTh OrPOMHBIN BBIOOD
OecCIIaTHBIX MMOYTOBBIX CEPBHUCOB, OJTHAKO JIYUIIIE TOBEPSITh TEM, KOTO 3HAEIIbh M KTO TIEPBHIN B
pEUTHUHrE;

2. He yka3pIBaii B TMUHOM moute JuuHy0 nHpopmarwmo. Hanpumep, mydine BoIOpaTh
"My3bIKabHbIN_(haHaT@" nnu "pok2013" BMecTo "Temal3";

3. Hcnonp3yii IByXATAMHYIO aBTOPHU3AIMIO. ITO KOT/Ia TOMUMO MapoJis HY>KHO BBOJUTH KO,
npucblIaeMblit o SMS;

4. BeibepH cnoKHBIN Mapoiib. J{Js KaXI0To MOYTOBOTO SIIKUKA TOJKEH ObITh CBOM Ha/IeKHBIH,
YCTOWUYHMBBIN K B3JIOMY I1apOJIb;

5. Ecnu ecTh BO3MOKHOCTB HalMCaTh CAMOMY CBOU JIMUHBIN BOMIPOC, UCTIOJIB3YH ATY
BO3MOYKHOCTb;



6. Hcnonp3yii HECKOJIBKO MOYTOBBIX SIMIMKOB. [1epBbIil 17151 YaCTHOM MEPENUCKU C aapecaTaM,
KOTOPBIM ThI I0OBEPSIEIIb. DTO IEKTPOHHBIN aJpec HE HAJI0 UCIIOIb30BATh IPU PETUCTPALIUN
Ha Gopymax U caiTax;

7. He oTkpsiBaii (aiisibl U Ipyrue BIOKEHUS B MMChMaXx, AK€ €CIIU OHU MPHILLIA OT TBOUX
npys3ei. Jlydine yrouHu y HUX, OTHPABIISUIM JIM OHU Te0e 3TH (aiiibl;

8. Tlocne okoHuaHUs pabOTHI HA IOYTOBOM CEPBHUCE MEPE]] 3aKPHITHEM BKJIAJIKU C CAUTOM He
3a0yp Haxath Ha "Beridtn".

Ku6epOy/utMHT MM BUPTYaJbHOE U3/1€BATEIbCTBO

KubepOymuHr - npecienoBanne COOOIMIEHUSIME, COIEPKAIUMHI OCKOPOJICHHS, arpecculo,
3aIyTUBaHKE; XYJIUTAaHCTBO; COIIMAIbHOE OOMKOTHPOBAHKE C TOMOMIBIO PA3IMYHBIX HHTEPHET-
CEpBHUCOB.

OcHOBHBIE COBETHI 110 60pbOE ¢ KNOEPOYIITUHIOM:

1. He 6pocaiics B 60il. JIyumunii cnoco6: mocoBeToBaThCS Kak ce0sl BECTH U, €CJIM HET TOT0, K

KOMY MOKHO OOpaTUThCS, TO BHaYaJIe YCIIOKOUTHCS. ECITM ThI HauHeNTh OTBEYATh

OCKOPOJICHUSIMU Ha OCKOPOJIEHUS, TO TOJIBKO eIe OOJIbIIe Pa3osoKenTh KOH(IHKT;

VYnpasinsii cBoeil kubeppenyramnmei;

3. AHOHHMHOCTH B ceTd MHUMasi. CyIIECTBYIOT ClIOCOOBI BBISICHUTh, KTO CTOUT 32 aHOHUMHBIM
aKKayHTOM;

4. He ctouT BecTH XylIMraHCKUi 00pa3 BUPTyalbHOMU XHU3HU. IHTepHEeT QuKcupyeT Bce TBOU

JIEHUCTBUSI M COXPAHSIET UX. Y AAUTh UX OyJeT KpailHe 3aTpyIHUTEIBHO;

Co0mroaii CBOI0 BUPTYaAITbHYIO YECTh CMOJIOY;

6. Hrnopupyii emuHnuHbIi HeratuB. OTHOPa30BbIEe OCKOPOUTEIBHBIC COOOIIECHUS Ty4UIIIe
urHopupoBaTh. OObIUHO arpeccus MpeKpalaeTcsl Ha Ha4YaJIbHOM CTaIuu;

7. ban arpeccopa. B mporpammax oOMeHa MTHOBEHHBIMHU COOOIIICHUSMU, B COITMAIBHBIX CETSIX
€CTh BO3MOYKHOCTb OJIOKUPOBKH OTIPABKU COOOIIEHHI C OTPEIeIEHHBIX a/IpeCcOB;

8. Ecnu TbI cBUAETENs KUOSPOYIIIUHTA. TBOM IEHCTBUS: BRICTYIIUTH POTUB MPECIIEI0BATEI,
M0Ka3aTh €My, YTO €ro AeWCTBUS OIICHUBAIOTCS HETaTUBHO, OAEPKATh KEPTBY, KOTOPOU
HY>KHa IICUXO0JIOTMYecKas MOMOIIb, COOOUIUTH B3POCIbIM O (haKTe arpeCCUBHOTO MOBEACHHUS B
CETH.
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MoouiabHblii Tej1edoH
CoBpemenHble cMapT(OHBI U MIIAHIIETHI COAEPkKAT B cede BIOJTHE B3POCIbIA (DYHKIIMOHAI, U
TeNepb OHU MOT'YT KOHKYPUPOBATh CO CTAllMOHAPHBIMU KOMITbIOTEpamMu. OIHAKO, CPEACTB
3aIUTHI JUIA TOJOOHBIX YCTPOMCTB MOKa OUEHb Malo. TeCTUPOBaHUE U MTOUCK YI3BUMOCTEH B
HUX MIPOUCXOJUT HE TaK MHTEHCUBHO, Kak Juis 1K, To jxe camoe kacaeTcsi U MOOMIIbHBIX
MPUIIOKEHUM.
CoBpeMeHHbIE MOOUIIbHBIE Opay3ephl yXKe MPaKTHUECKH TOTHAIN HACTOJIbHBIE aHAJIOTH, OJTHAKO
pacimpenue (GpyHKIMOHAA BIeYeT 32 COO0M OOJIBIIYIO CIOKHOCTh M MEHBIIYIO 3aLIUIIEHHOCTb.
Jlanexo He Bce MPOU3BOIUTEINN BHITYCKAIOT OOHOBJIECHHUS, 3aKPhIBAIOIINE KPUTHYECKHE
YSI3BUMOCTH JIJIs1 CBOUX YCTPOMCTB.
OcHoBHBIE COBETHI JIs1 0€30MACHOCTH MOOWJIBLHOIO TeJiedoHa:

1. Hwuuero He sBHsSeTCA MO-HACTOSIIEMY OecIulaTHBIM. byb 0cTOpoXkeH, Beib Korja Tede

IpeuIaratoT OeCIUIaTHhI KOHTEHT, B HEM MOTYT ObITh CKPBITHI KAKHE-TO IIATHBIE YCIYTH;

2. Jlymaii, mpexzae yeMm otrpaButb SMS, poTo mmm Buneo. Thl ToUHO 3HaEIIb, TJ€ OHU OYAYT B

KOHEYHOM uTore?

Heo0x011M0 0OHOBIIATH OMEPALMOHHYIO CUCTEMY TBOETO CMapT(OHa;

4. Hcnonp3yii aHTUBUPYCHBIE TIPOTPaMMBI JUI MOOMIIBHBIX TeIe(hOHOB;
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5. He 3arpyxail npuinoxeHus OT HEU3BECTHOIO HCTOYHUKA, BEJb OHU MOTYT COZAEpXKaTh
BpPEAOHOCHOE IIPOTPAMMHOE 00€CIICUEHHUE;

6. Ilocne TOro Kax ThI BBIIICIIb C CaiiTa, I1e BBOAWI JIMYHYIO HHPOPMAIIHIO, 3aii11 B HACTPOIKU

Opaysepa u ynanu cookies;

[leproauuecku MpoBepsid, KakKUe IUIATHBIE YCIIYTH aKTUBUPOBAaHbI HA TBOEM HOMEPE;

8. aBaii cBO¥1 HOMEp MOOMIBHOTO TeJe(oHa TOJIBKO JIOASIM, KOTOPBIX ThI 3HACIITH H KOMY
JOBEPSEIIb;

9. Bluetooth gomkeH ObITH BBIKIIOYEH, KOT/A THl UM HE TOJIb3yenbesi. He 3a0piBail mHOT 12
IIPOBEPSATH ATO.
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Online urpsi
COBpCMeHHBIC OHHaﬁH-HFpBI - 9TO KpaCOYHBIC, 3aXBATBIBAIOIIUEC PA3BJIICUCHU A, 06’I)€I[I/IH$II-OHII/I€
COTHH ThICAY YEJIOBEK MO BceMy Mupy. rpoku uccneayroT JaHHbII UM MHp, 00IIat0TCs JpYyT C
JPYroM, BBITOJIHSIOT 33/1aHNUs, CPaXKalOTCsl C MOHCTPAMU U MOJIY4aroT OMBIT. 32 yI0BOJILCTBHE
OHHU IIIATAT: MMOKYIAOT JUCK, OIIJIaYUBAIOT a0OHEMEHT UJIN HpI/IO6pCTaIOT KaKHe-TO OIIIUU.
Bce a1 cpeacTBa uayT Ha NOIEpKAHUE U Pa3BUTHE UIPbI, a TAK)KE HA caMy 0€30M1aCHOCTD:
COBCPHICHCTBYIOTCA CUCTEMBI aBTOPHU3allUH, BBIITYCKAIOTCA HOBBIC IMATYH (III/I(l)pOBI)Ie 3arIaTKu
JUTS TIPOTPAaMM), 3aKPBIBAIOTCS YSI3BUMOCTH CEPBEPOB.
B HOHO6HI)IX HUIpax CTOUT OIMacaTbCd HE CTOJIBKO CBOMUX COIICPHUKOB, CKOJIBKO KPaXXH TBOCTO
napoJsi, Ha KOTOPOM OCHOBAaHA CUCTEMA aBTOPH3AIMK OOJIBITMHCTBA UTP.
OcCHOBHBIE COBETHI 110 OE€30M1aCHOCTH TBOETO UIPOBOTO aKKAayHTA:

1. Ecnu npyroit urpok BeAeT cedsl III0X0 UM CO3/1aeT Te0e HEMPUATHOCTH, 3a0JIOKUPYH ero B

CIIMCKE UTPOKOB;

[oxanyiics aqMUHUCTpATOpaM UrPhl Ha TUIOXOE MOBEIEHUE 3TOTO UI'POKA, KeNIaTeIbHO

MIPUJIOKUTH KaKHe-TO J0Ka3aTeIbCTBA B BUI€ CKPUHOB;

He yxaspiBait mnunyto nHpopManuro B mpodaiisie urpser;

VYBaxall Ipyrux y4acTHUKOB TI0 UTPE;

He ycranaBnuBaii HeopuIHaIbHBIC TTATYH ¥ MO/IBI,

Hcnonb3yit ciioHbIE U pa3HbIE MTAPOJIU;

Jlasxe BO BpeMsi UTPbI HE CTOUT OTKIJIIOUaTh aHTUBHUPYC. [loka Thl urpaeiib, TBO KOMITbIOTED

MOTYT 3apa3uTh.

N
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@OUIIMHT WIM KPaKa JUYHBIX JaHHBIX
OObIYHOM KpaXkeil IeHeTr U JOKYMEHTOB CEroJHs Y>K€ HUKOTO HE YAUBHILb, HO C Pa3BUTHEM
WHTEPHET-TEXHOJIOT U 3I0YMBIIIICHHUKU MEPEMECTHIIUCH B UHTEPHET, U MPOJOHKAIOT
3aHUMATHCA "TFOOUMBIM" HEJIOM.
Tak nosiBUIack HOBas yrpo3a: HUHTEPHET-MOLICHHHYECTBA WK (DUIITUHT, TTIaBHAs 11eJIb KOTOPOTO
COCTOMT B MOJy4YE€HUHU KOH(UICHIIMATHHBIX JaHHBIX MOJB30BaTENEH - JOTMHOB U naposiei. Ha
aHrnuiickoMm s3bike phishing untaercs kak ¢umuHr (ot fishing - peiOHas noBis, password -
1apoJib).
OcHoBHBIE cOBeThI 0 0OpbOe ¢ GUIIMHIOM:
1. Cnenu 3a cBouM akkayHTOM. Eciu Tl moJ103peBaeliib, YTO TBOSI aHKETa Oblila B3JIOMaHa, TO
HE00X01MMO 3a0JIOKUPOBATh €€ M COOOLIUTH aIMUHUCTPATOpPaM pecypca 00 3TOM KaKk MOKHO
cKopee;
Hcnonb3yit 6e30macHbIe BE€0O-CalThl, B TOM YUCIIE, UHTEPHET-Mara3uHOB M MOMCKOBBIX CUCTEM;
3. Hcnonw3yii ciioxHbIe U pazHble naposii. Takum o0pa3oMm, eciiu Te0st B3IOMaroT, TO
37OYMBIIIJICHHUKH MOJYYaT JOCTYH TOJBKO K OJTHOMY TBOEMY MPO(DUIIIO B CETH, a HE KO BCEM;
4. Ecnu Teds B3nOMaIH, TO HEOOXOIMMO MPEAYNPEIUTH BCEX CBOUX 3HAKOMBIX, KOTOPbIE
no6aBiieHbl y TeOsl B APY3bSIX, O TOM, YTO Te€Os B3JIOMAIIU M, BO3MOXHO, OT TBOETO UMEHH
Oy/IeT pacchbUIaThCs ClIaM U CChUIKU Ha (DUIIMHTOBBIE CAMTHI;
5. YcranoBu HajexHbli napois (PIN) Ha MoOubHBIHN TenedoH;
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6. OrtkiIroun coxpaHeHue naposs B Opaysepe;
7. He oTkpsiBaii (aiinbl U Ipyrue BIOKEHUS B MMChMaXx, AK€ €CIIM OHU MPHILLIA OT TBOUX
npys3ei. Jlydine yrouHu y HUX, OTHPABIISUIA JIM OHU TeOe 3TH (aiiibl.

Hudposas penyranus
udposas penyranus - 3T0 HEraTUBHAS WJIHM MMO3UTUBHAS MHPOPMALIUS B CETH O TeOe.
Kommnpomerupyromast uHGopmanus, pasMelieHHas B UHTEPHETE, MOYKET CEpbE3HbIM 00pazoM
OTpa3uThCs HA TBOCH peanbHOM ku3Hu. "Lludpoas pemyramus" - 3T0 TBOI UMUK, KOTOPBIN
dopmupyercs u3 nHpopMarum o Tede B MHTEPHETE.
TBoe MecTo KUTENIbCTBA, y4eObl, TBOE (PMHAHCOBOE IOJIOKEHUE, 0COOCHHOCTH XapakTepa
pacckasbl 0 OJIM3KUX - BCE 3TO HAKAIUIUBAETCS B CETH.
MHorue noJipoCcTKU JETKOMBICIEHHO OTHOCSTCS K IMYOJUKallMU JTMYHON HH(pOopManuu B
WuTepHere, HE MOHUMAas BO3MOXKHBIX NocaeAcTBUN. Thl 1axe He CMOXeIIb JOTaaaThes O TOM,
yto (hoTorpadus, pasmerieHHas 5 JeT Ha3aj, cTajla IPUYUHON 0TKa3a NPUHATH TeOs Ha paloTy.
KomMmeHnTapuu, pasmenienue TBoux gororpaduii U Ipyrue JeMcTBUs MOTYT HE UCUE3HYTh JTaXKe
MIOCJIE TOTO, KaK Thl UX yJalullb. Thl HE 3Ha€lIb, KTO COXpaHWJ 3Ty HH(POPMaLIKIO, TIoTaa Jinu
OHa B MTOMCKOBBIE CUCTEMBI M COXPAaHUJIACh JIM OHA, a TJIABHOE: YTO MOAYMAIOT O Tede
OKpY’KaIoIllKe JIF0/IU, KOTOpPbIe HAUAYT U YBUAAT 3T0. HaliT MHpOpMaIo MHOTO JIET CITyCTS
CMOKET JII000i1 - Kak U3 100pbIX NOOYXKASHUI, TaK U C HAMEPEHHEM MPUUYUHUTH Bpel. ITO
MOXET OBITh KTO YTOJHO.
OcHoBHBIE COBeTHI 10 3a1uTe NM(pPoBOI penyranuu:
1. Tlomgymaii, mpexzae yem 4To-TO IMyOJIMKOBATh U MepenaBarh y ce0s B 6J10T€ WK B COLIMAIbHOM
CCTH;
2. B Hactpoiikax nmpouiis yCTaHOBU OTpaHUYCHHS Ha TIPOCMOTP TBOETO MPOUIIS U €T0
COIEP)KUMOTO, CIIeTall ero TOJbKO " Ipy3en';
3. He pa3memaii u He yka3bIBail HHPOPMAIIUIO, KOTOPask MOYKET KOT0-JTH00 OCKOPOIATH UITH
00MXarth.

ABTOpCKOE NIPaBo

CoBpeMeHHbIE MKOJIBLHUKHU - aKTUBHBIE TOJIb30BaTeNn U(POBOTro mpoctpancTBa. OnHako
JlaJIeKo He BCE 3HAIOT, YTO MOJIb30BaHHE MHOTUMHU BO3MOXKHOCTSIMU IIU(GPOBOTo MHpa TpeOyeT
coOroIeHU MTpaB Ha UHTEJUIEKTYaJIbHYI0 COOCTBEHHOCTb.

Tepmun "UHTEIICKTYyaIbHAsE COOCTBEHHOCTD' OTHOCUTCS K Pa3JIMUYHBIM TBOPECHUSIM
YeJI0BEYECKOr0 yMa, HauyMHas C HOBBIX M300pETeHUI U 3HAKOB, 0003HAYAIOIIUX COOCTBEHHOCTh
Ha IPOAYKTHI U YCIIYTH, U 3aKaHYMBasi KHUTamu, poTorpadusmu, KWHODUIBMAMH U
MY3BIKJIbHBIMU POU3BEICHUSIMMU.

ABTOpCKHE MpaBa - 3TO MpaBa Ha UHTEJUIEKTYaJIbHYI0 COOCTBEHHOCTh Ha MPOU3BECHHS HAYKH,
JTUTEPATyphl U UCKyCCTBA. ABTOPCKHUE MpaBa BHICTYIMAIOT B KAY€CTBE FapaHTUU TOTO, YTO
MHTEJUIEKTYaJIbHBIN/TBOPUECKHM TPy aBTOpa HEe OyAeT HAllpacHbIM, JaCT €My CIpaBeINBbIC
BO3MOXHOCTH 3apaboTaTh Ha Pe3y/IbTaTax CBOETO TPYAA, MOJIYUYUTh U3BECTHOCTh U MPU3HAHUE.
Hukro 6e3 paspenieHust aBTopa He MOXKET BOCIIPOU3BOIUTH €TO MPOU3BEACHUE, PACTIPOCTPAHSITD,
MyOIMYHO AEMOHCTPUPOBATh, IPOAABATh, UMIOPTUPOBATH, ITYCKATh B MPOKAT, MyOIUIHO
WCIIOJIHATH, TIOKA3bIBATH/MCIIOIHATH B 3(Upe Uik pa3MeniaTtsh B MIHTepHETE.

Hcnonb3oBanue "mupaTckoro” mporpaMMHOTO 00eCTIeYeH s MOYKET MPUBECTH K MHOTUM
pHUCKaM: OT MOTEePHU AAHHBIX K TBOUM aKKayHTaM JI0 OJIOKMPOBKU TBOETO YCTPOMCTBA, I/Ie
yCTaHOBJICHA HeJleraiabHas mporpamma. He cTouT Taxske 3a0bIBaTh, YTO CYHIECTBYIOT JeTajibHbIe
1 OecIIaTHbIe TPOTPAMMBI, KOTOPBIE MOKHO HAWTH B CETH.



